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[bookmark: _Hlk97556765]This BP (Best Practice) was created by the SOS (Service Outage Support) sub team of the NPIF (Number Portability Industry Forum) in response to PIM 142 - DDoS (Dedicated Denial of Service) attacks. 
[bookmark: eztoc60040_2_38_5_69]Background
This BP was created to address concerns about the use of number portability to reroute telephone numbers in situations where a Service Provider is experiencing call completion issues related to network attacks such as DDoS. 
PIM 142 - DDoS Attacks was created and accepted by the NPIF to discuss this issue.  After discussion at the 02/07/2022 NPIF a new sub-team, SOS was created to discuss/address the issue. After several meetings, a consensus was reached by the SOS to refer the issue to ATIS NGIIF (Next Generation Interconnection Interoperability Forum) to seek assistance in determining if a solution other than utilizing number portability existed or could be created.  The NGIIF referred the request to the ATIS NRSC who discussed the issue and provided the spreadsheet embedded below (Best Practices from NGIIF 071122) in the Prevention section.
Documentation Referenced:
· PIM 142 - DDoS Attack
· BP 069 - Large Port Notification
· FRS (Functional Requirements Specification)
Decisions/Recommendations
Service Providers are susceptible to IP network attacks such as DDoS.  Industry Best Practices (NGIIF reference) should be implemented, and it is strongly recommended that any/all Industry Best Practices should be utilized in the prevention of DDoS attacks.   Use of number portability as a solution should be a last resort In the mitigation of a DDoS attack.  The current number portability ecosystem (Local systems, Network components, NPAC) is not equipped to support the porting volumes and short timeframes required to quickly remediate outages caused by these types of attacks 
Prevention
DDoS and other attacks that impact networks and specifically telephone call completion evolve rapidly and therefore cannot always be prevented.  However, to avoid being impacted by a DDoS or other attack, Service Providers and their vendors should follow Industry Security Best Practices such as those listed in the embedded spreadsheet (Best Practices from NGIIF 071122  


In addition, the NGIIF provided the following guidance in the prevention of DDoS attacks:
NRSC pointed NGIIF to online resources outlining similar recommendations, including the New Jersey Cybersecurity & Communications Integration Cell’s (JCCIC) DDOS Attack Types and Mitigation Strategies webpage (https://www.cyber.nj.gov/this-is-security/ddos-attack-types-and-mitigation-strategies).
 Additionally, NGIIF members worked with internal experts to understand what service reinstatement could look like.  One provider mentioned that their network engineering team concurred with NRSC’s findings that when dealing with a DOS attack, providers must focus on prevention and mitigation efforts.  
This provider listed four ways to help with DOS prevention: 
1. Direct Connections with Customers and Peering Partners (Carriers)
a) A direct connection will allow traffic to bypass the public internet, which is typically the source of DOS attacks and thus offer additional security due to its private nature.  
b) The internet cannot always be avoided and therefore the hardware used to build the network will still need additional prevention methods (see below).  
2. Robust Routing Hardware
a) Service providers should deploy modern routing hardware that is carrier grade.
3. Increased Capacity
a) Transit and backbone connections between Points of Presence (PoP) should have increased capacity that can help absorb leakage from a DOS attack after proper mitigation.  
4. DOS Mitigation Services
a) Mitigation services should be deployed to an upstream Network Service Provider (NSP) or DOS provider to filter and block DOS attacks from reaching the Service Provider’s network.
b) Legit traffic should be passed after the DOS mitigation service scrubbing 

Remediation after attack has been propagated:
When service outages occur and the only available remediation method is to utilize number porting to change the LRN to route numbers to another network, the following Best Practices should be followed:
· Affected Service Providers should identify the highest priority customers to port, e.g., law enforcement, hospitals, etc.
· Follow Best Practice 069 - Large Port Notification by working with the NPAC HelpDesk.
· Porting should be done in a manner that does not impact the entire ecosystem in accordance with the FRS -Definition of Rate Requirements and Assumptions (R6-28.1, R6-28.2, RR6-107, RR6-108, RR6-109, AR6-3, AR6.4, AR6-5, AR6-7)
· Perform necessary diligence to avoid the creation of redundant/duplicate records which can occur when SVs are created in pool blocks (especially with larger porting activities) with identical information.
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Best Practices from NGIIF 071122.xlsx
Worksheet

				LEGEND: Green=edited; Yellow=new; Blue= superseded (original); Red=deleted; purple description-tagline removed

		Index		Old Best Practice Number								Best Practice Number		Best Practice		Cable		Internet/Data		Satellite		Wireless		Wireline		Network Operators		Service Providers		Equipment Suppliers		Property Managers		Public Safety		Government		Access Control		Buildings		Business Continuity		Contractors & Vendors		Corporate Ethics		Cyber Security		Disaster Recovery		Documentation		Emergency Preparedness		Essential Services		Facilities-Transport		Fire		Guard Services		Hardware		Human Resources		Industry Cooperation		Information Protection		Liaison		Materials Movement		Network Design		Network Elements		Network Interoperability		Network Operations		Network Provisioning		Pandemic		Physical Security Management		Policy		Power		Procedures		Public Safety Service		Security Systems		Software		Supervision		Technical Support		Training and Awareness		Visitors		Reference/Comments		NRC		NRC II		NRIC III		NRIC IV		NRIC V		NRIC VI		NRIC VII		NRIC VIII		Historical Events		CSRIC I		CSRIC II		CSRIC III		CSRIC IV		CSRIC V		CSRIC VI		CSRIC VII		CSRIC VIII		Encryption		Intrusion Detection		Superseded		Proposed		Edited		Deleted		Tag line changed		Rollover		Standard		Public Safety & Disaster

		1		12-12-0507		13		12		0507		13-12-0507		Network Operators, Service Providers, Equipment Suppliers and Public Safety should have the processes and/or capabilities to analyze and determine the source of malicious traffic, and then to trace-back and drop the packets at, or closer to, the source. The references provide several different possible techniques. (Malicious traffic is that traffic such as Distributed Denial of Service (DDoS) attacks, smurf and fraggle attacks, designed and transmitted for the purpose of consuming resources of a destination of network to block service or consume resources to overflow state that might cause system crashes).  This applies to Public Safety only in an NG9-1-1 environment.		FALSE		TRUE		FALSE		FALSE		FALSE		TRUE		TRUE		TRUE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		\"Practical Network Support for IP Trace back\"\" by Stefan Savage et.al., Dept. of Computer Science and Engineering, Univ of Washington, Tech Report UW-CSE-2000-02-01 with a version published in the Proceedings of the 2000 ACM SIBCOMM pp256-306 Stockholm, Sweden, August 2000
Hash based as described in \"\"Hash Based IP Traceback\"\" by Alex C Snoeren et.al of BBN published in Proceedings of the 2001 ACM SIBCOMM, San Diego, CA August 2001
A physical network arrangement as described in \"\"CENTERTRACK, An IP Overlay Network\"\" by Robert Stone of UUNET presented at NANOG #17 October 5, 1999.
John Ioannidis and Steven M. Bellovin, \"\"Implementing Pushback: Router-Based Defense Against DDoS Attacks\"\", NDSS, February 2002. http://www.ietf.org/rfc/rfc3882.txt.																																Rollover New In CSRIC VII				FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		TRUE

		2		12-12-8084		13		12		8084		13-12-8084		Network Operators, Service Providers, Equipment Suppliers and Public Safety should when using digital certificates, create a valid, trusted PKI infrastructure, using a root certificate from a recognized Certificate Authority or Registration Authority.  Assure your devices and applications only accept certificates that were created from a valid PKI infrastructure.  Configure your Certificate Authority or Registration Authority to protect it from denial of service attacks.  This applies to Public Safety only in an NG9-1-1 environment.		TRUE		TRUE		TRUE		TRUE		TRUE		TRUE		TRUE		TRUE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		Nichols, Randall K., Daniel J. Ryan, Julie J. C. H. Ryan.  \"Digital Signatures and Certification Authorities - Technology, Policy, and Legal Issues\".  Defending Your Digital Assets Against Hackers, Crackers, Spies and Thieves.  New York, NY.  The McGraw-Hill Companies. 2000. 263-294.																																Rollover New In CSRIC VII				TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		TRUE

		3		12-12-3275		13		12		3275		13-12-3275		Network Operators, Service Providers, Equipment Suppliers and Public Safety should support Border Control Functions (BCFs) that provide border firewall functionality including application and network layer protection and scanning, resource and admission control, and Denial of Service (DoS) detection and protection, as well as Session Border Control (SBC) functionality including: identification of emergency call/session and priority handling for the IP flows of emergency call/session traffic; conformance checking and mapping (if applicable) of priority marking based on policy for emergency calls/sessions; SIP protocol normalization; Network Address Translation (NAT) and Network Address and Port Translation (NAPT) Traversal; IPv4/IPv6 Interworking; Signaling Transport Protocol Support; and QoS/Priority Packet Marking.		TRUE		TRUE		FALSE		TRUE		TRUE		TRUE		TRUE		TRUE		FALSE		TRUE		FALSE		FALSE		FALSE		TRUE		TRUE		FALSE		TRUE		TRUE		FALSE		TRUE		FALSE		TRUE		FALSE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		TRUE		TRUE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		TRUE		TRUE		FALSE		FALSE		FALSE		FALSE																																		Rollover New In CSRIC VII				FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		TRUE

		4		12-12-8770		13		12		8770		13-12-8770		Service Providers, Public Safety should use secure network protocols such as TLS or IPsec to provide integrity and confidentiality protection of SAML communications.  In addition, the following measures should be implemented to counter replay, denial of service and other forms of attacks:
(a) Clients should be required to authenticate at some level below the SAML protocol level (for example, using the SOAP over HTTP binding, with HTTP over TLS/SSL, and with a requirement for client-side certificates that have a trusted Certificate Authority at their root) to provide traceability and counter DOS attacks.
(b) Use of the XML Signature element [ds:SignatureProperties] containing a timestamp should be required to determine if a signature is recent to counter replay attacks.
(c) Maintaining state information concerning active sessions, and validate correspondence.
(d) Correlation of request and response messages. This applies to Public Safety only in an NG9-1-1 environment.(a) Clients should be required to authenticate at some level below the SAML protocol level (for example, using the SOAP over HTTP binding, with HTTP over TLS/SSL, and with a requirement for client-side certificates that have a trusted Certificate Authority at their root) to provide traceability and counter DOS attacks.
(b) Use of the XML Signature element [ds:SignatureProperties] containing a time stamp should be required to determine if a signature is recent to counter replay attacks.
(c) Maintaining state information concerning active sessions, and validate correspondence.
(d) Correlation of request and response messages.		TRUE		TRUE		TRUE		TRUE		TRUE		FALSE		TRUE		FALSE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		OASIS, Security and Privacy Considerations for the OASIS Security Assertion Markup Language (SAML) V2.0.																																Rollover New In CSRIC VII				TRUE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		TRUE

		5		12-8-8049		13		8		8049		13-8-8049		Network Operators and Service Providers should employ techniques to make it difficult to send unauthorized DHCP information to customers and the DHCP servers themselves.  Methods can include OS Hardening, router filters, VLAN configuration, or encrypted, authenticated tunnels.  The DHCP servers themselves must be hardened, as well. Mission critical applications should be assigned static addresses to protect against DHCP-based denial of service attacks.		FALSE		TRUE		FALSE		FALSE		FALSE		TRUE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		draft-ietf-dhc-csr-07.txt, RFC 3397, RFC2132, RFC1536, RFC3118.																																Rollover New In CSRIC VII				TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		TRUE		FALSE

		6		12-8-8533		13		8		8533		13-8-8533		Network Operators, Service Providers should  if an SS7 Denial of Service (DoS) attack is detected, more aggressively apply the same thresholding and filtering mechanism used to prevent an attack (NRIC BP 8053).  The alert/alarm will specify the target of the attack. Isolate, contain, and, if possible, physically disconnect the attacker.  If necessary, isolate the targeted network element and disconnect to force a traffic reroute.		FALSE		FALSE		FALSE		FALSE		TRUE		TRUE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		TRUE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE																																		Rollover New In CSRIC VII				FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		TRUE

		7		12-8-8539		13		8		8539		13-8-8539		Network Operators and Service Provider and should if the attack is IP based, reconfigure the Gateway General Packet Radio Service Support Node (GGSN) to temporarily drop all connection requests from the source.  Another approach is to enforce priority tagging.  Triangulate the source(s) to identify and disable.  (It is easier to recover from a cellular network denial of service attack if the network is engineered with redundancy and spare capacity).		FALSE		FALSE		FALSE		TRUE		FALSE		TRUE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		TRUE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		Telcordia GR-815. Cellular Standards: GSM, PCS2000, CDMA, 1XRTT, UMTS, etc. Cross reference with 7-7-8539 developed under NRIC.																																Rollover New In CSRIC VII				FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		TRUE		FALSE

		8		12-8-8563		13		8		8563		13-8-8563		Equipment Suppliers should work with clients when a denial of service vulnerability or exploit is discovered to ensure devices are optimally configured.  Where possible, analyze hostile traffic for product improvement or mitigation/response options, disseminate results of analysis.		TRUE		TRUE		TRUE		TRUE		TRUE		FALSE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		TRUE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE																																		Rollover New In CSRIC VII				FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		TRUE		FALSE

		9		12-9-8762		13		9		8762		13-9-8762		Network Operators and Service Providers should work together to identify, filter, and isolate the originating points of Denial of Service (DoS) attacks when detected, and reroute legitimate traffic in order to restore normal service.		TRUE		TRUE		TRUE		TRUE		TRUE		TRUE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		FALSE		IETF RFC2350, CMU/SEI-98-HB-001. Note: This Best practice could impact 9-1-1 operations.																																Rollover New In CSRIC VII				FALSE		TRUE		FALSE		FALSE		FALSE		FALSE		FALSE		TRUE		TRUE		FALSE






