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Version History:  
This Best Practice was created by the LNPA WG (now known as the NPIF – Number Portability Industry Forum) and originally accepted on 07/07/2015 (Version 1). This Best Practice was reviewed on 06/05/2018 where an action item was taken to update the language for this process to be consistent throughout the document (Version 2).  Additional updates were made as part of the discussion at the 08/10/2018 meeting (Version 3). Additional clarifications were discussed by the NPIF and this Version 4 was agreed upon during the NPIF meeting dated 10/11/2023.  Edits made to step 5 of the Unauthorized Port Flow to address ‘proof of tenure’ and ‘police report’ requirements were discussed and consensus reached at the January 087, 2026 NPIF meeting on the proposed wording changes. (version 5)
Background:
As porting volumes have significantly increased, a higher volume of attempted unauthorized porting activity is being experienced. It has become increasingly more difficult to determine how to approach a resolution without consistent guidelines about which information can be examined and/or exchanged between providers/carriers. When determining how to address an out of service or unauthorized port, the flow should provide a detailed outline for carriers to follow to resolve customer complaints.
[bookmark: 0058][bookmark: eztoc60040_2_59_5_122][bookmark: eztoc60040_2_59_5_123]Documentation Referenced: 
In addition, there are three other Best Practices that address different aspects of returning ported numbers to the authorized End User and preventing unauthorized/disputed ports.  They are:
BP 037 - Use of Evidence of Authorization v3 
BP 058 – Handling of Disputed Ports
· BP 068 - Stolen Telephone Numbers
These Best Practices may also be referenced/followed when addressing the return of a ported number.








NPAC LNPA WG Best Practice 0073

Unauthorized Port Flow


This best practice addresses three types of Unauthorized Ports*:

Disputed Port – A disputed port is commonly a result of two or more parties each claiming to be the authorized end user. Examples may include: business partner disputes, personal relationship disputes, dissolution of franchises, etc. 

Inadvertent Port – Any port which occurred because of an error. Errors which result in Inadvertent Ports may include, but are not limited to: incorrect number provided by End User, typographical errors in LSRs, LOAs, etc.  
	
Fraudulent Port – A port which occurred as the result of an intentional act of fraud, theft and/or misrepresentation. Examples may include: use of numbers for credit card fraud, vanity number fraud, etc. 

* This Best Practice applies to both completed ports, as well as, ports in process which may be subject to an allegation of Unauthorized Porting activity.
 
Please Note: This best practice does not address traditional Slamming. 
Per FCC, Slamming is the illegal practice of switching a consumer's traditional wireline telephone company for local, local toll, or long distance service without permission. The FCC's slamming liability rules also prohibit unreasonable delays in the execution of an authorized switch by your local telephone company. The rules provide a remedy if you've been slammed, discourage slamming by removing the profit and protect consumers from illegal switches. The Communications Act and FCC rules hold telephone companies responsible for the acts of their agents, including their telemarketers. The FCC's Enforcement Bureau can also take action against slammers.














Acronym list


CMRS – Commercial Mobile Radio Service (aka cellular) 

CPNI - Customer Proprietary Network Information 

CSR - Customer Service Record 

EU - End User and/or Assignee of a TN(s) or an Authorized User 

FCC - Federal Communications Commission 

FOC - Firm Order Confirmation

LSR - Local Service Request

MVNO – Mobile Virtual Network Operator (aka CMRS Resellers)

NNSP – New Network Service Provider 

NPAC – Number Portability Administration Center

NSP - New Service Provider (may be reseller or otherwise is the same as NNSP)

ONSP – Old Network Service Provider

OSP - Old Service Provider (may be reseller or otherwise is the same as ONSP)

PUC - Public Utility Commission

TN - Telephone Number 

WPR - Wireless Port Request










Unauthorized Port Flow


	Flow Step
	Description

	1. [bookmark: _Ref25393258]START: OSP is notified about an out of service or porting issue
	· The process begins with an EU advising their carrier that they are experiencing an out of service or porting issue
· If the EU that lost their number is with a reseller, the reseller may contact their underlying network provider(s) to address the dispute
· OSP will investigate if a port did occur
· If Yes, go to Step 2
· If No, OSP will follow their internal processes to investigate the out of service condition

	2. OSP investigates
	· OSP may investigate one or more of the following (as may be available):
· Review porting LSR/WPR/FOC/NPAC transactions
· Compare LSR to CSR if applicable
· Review recent porting activity and length of time TN(s) was on an active account
· Review TN(s) account (i.e. copy of bill)
· Billing Record Name and Authorizing Name vs. LSR
· Confirm current provider of TN(s) in NPAC
· Ask EU if they inquired about a new service with a different service provider
· Ask EU if they know who ported their number
· Review incident and/or police report details if provided (official document showing case number or other verification that the matter was reported or attempted to be reported to law enforcement by reporting end user is acceptable)

	3. OSP will define priority level
	· Based on the data found in Step 2, the OSP will identify priority as a Level 1 or Level 2
· Level 1 is an Unauthorized Port that has a heightened severity of impact. Examples may include: FCC/PUC/Attorney General complaint or other governmental entity communication; court order; military institution; medical facility; business lines (i.e. national organization, main published line); emergency services; medical support services; TNs which can be demonstrated by the disputing Service Provider to be a Fraudulent Port, or otherwise documented as properly reported to law enforcement (incident report itself or report number).
· Level 2 is all Unauthorized Ports that do not qualify as a Level 1

	4. OSP will review and attempt to determine the type of Unauthorized Port and contact NSP
	· OSP will contact NSP, or reseller if applicable, and share any relevant information without violating CPNI rules which may include:
· Information collected in Step 2 
· Prioritization level in Step 3
· If determined, the OSP will communicate the type of Unauthorized Port
· Inadvertent Port
· Disputed Port
· Fraud/Vanity Port

	5. NSP acknowledges and researches
	· Response time frame for the NSP to acknowledge OSP inquiry is expected to be within four NSP business hours
· NSP should  prioritize Level 1 issues
· NSP may investigate one or more of the following (as may be available):
· Review original and any subsequent porting LSR/WPR/FOC/NPAC transactions
· Review current and prior TN(s) history
· Review CSR or CSR mismatch report (if applicable)
· Review Letter of Authorization (LOA), Wireless Resellers (MVNO) authorization or other form of authorization	
· Call history, internal notes and billing activity on new account
· Compare names on NSP account versus the OSP account if applicable or available
· Porting history
· Considerations if new account is wireless prepaid and/or MVNO
· Calling patterns of new user (i.e. calls to financial institutions)
· Contact EU/account holder as appropriate for validation and/or additional documentation (i.e. bill copy [partially redacted acceptable], screen-print, etc.)
· If proof of tenure is requested, the request should not require the OSP disconnect date, as some OSP disconnects may not have been issued at the time of the request. Such a requirement may further delay end user service restoral and must be avoided.
· NSP should not restrict the type of proof of tenure including but not limited to screen shots from the OSP biller of evidence such as a billing statement.
· NSP requirement of police report is optional if and when available.  the end user may not have received the report for several weeks.; an acceptable alternative, if available, would be a report or case number. Further, some jurisdictions do not acknowledge that unauthorized ports are not reportable.
· Review FCC/PUC/Attorney General complaint, police and/or incident report details (if forwarded from OSP)

	6. NSP status/resolution response to OSP 
	· All Unauthorized Ports carry a heightened sense of urgency and should be handled expeditiously
· NSP investigation time frames are as follows:
· Level 1 status update(s) as available --- Resolution provided within 1 NSP business day
· Level 2 status update(s) as available --- Resolution provided within 1-2 NSP business days
NOTE: The complexity of Unauthorized Ports may cause these expected timeframes to be exceeded.
NOTE: This Best Practice and the above expected timeframes also apply to resellers and MVNOs; It is the responsibility of the NNSP to set the expectation and have business practices in place with its resellers and MVNOs to facilitate the resolution of Unauthorized Ports within the time frames outlined in Steps 5 and 6.
NOTE: If early resolution determination is for NNSP to release the TN(s) to OSP then both providers should coordinate timing and process (e.g.. if/when to send LSR or WPR, release in SOA, Snap Back, etc.).
NOTE: Regardless of the number of service providers involved in an Unauthorized Port, all service providers will work collaboratively to determine the appropriate carrier to regain or retain the number.

	7. OSP and NSP reach conclusion
	· Does the NSP agree to release the TN(s)?
· If Yes, go to Step 8
· If No, go to Step 10

	8. NSP agrees to release TN(s) to OSP
	· NSP and OSP coordinate release of TN(s) in accordance with industry processes which may include but are not limited to:
· NSP may exchange CSR info to submit an LSR/WPR or alternatively TN(s) may be released at the NPAC level
· OSP sends port request and NSP provides FOC on TN(s)
· NSP notifies OSP that TN(s) has been released 
· If reseller does not have NPAC access, go to step 9
· Once TN(s) is activated by OSP, dispute is resolved, go to step 11

	9. NSP Reseller without NPAC access
	· Reseller communicates to NNSP that TN(s) is approved for release and/or NSP determines that TN(s) should be released 
· NNSP releases TN(s) to OSP in NPAC
· Reseller communicates to OSP that the TN(s) has been released
· Dispute is resolved, go to step 11

	10. NSP does not agree to release TN(s) to OSP
	· Will EU of OSP accept number change to close dispute?
· If Yes, the dispute is closed, go to step 11
· If No, then the OSP’s EU/account holder may elect to take any action they deem appropriate

	11. End
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